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Main research themes and their characteristics

Social Information Technologies to Counter Infodemics

The purpose of this research project is to deal appropriately with the potential threats posed by FM(fake media) generated by Al and, at the same
time, to establish social information technologies that support diverse means of communication and decision-making. This technology should be able

to detect and prevent advanced attacks based on FM of various modalities such as fake video, fake voice ° .

data, and fake documentation generated by Al as well as detect various types of highly reliable media. \‘ﬁ . E‘ S

Incorporating these technologies into a cyber society will promote human decision-making and consensus - e Oﬁ 92; &’s e

building and lead to the establishment of social information infrastructure technologies that enhance “""""“g’:r il o Q.Nun‘..m;gf";}m”

cyberspace security. A conceptual sketch of this project is shown in Figure. ‘Wr-&"";gm . ,;ﬂwm Y
Recently, the MEXT has decided a strategic objective of “Trusted Al” and the JST/CREST research area N i SeCurlty  msdicn it

named “Core technologies for trusted quality Al systems” has launched. This theme is being conducted as o sn:‘:rs":i-e" 3 -

a part of the area and a collaborative project with National Institute of Informatics and Institute of Science sion
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Future prospects

In this project, we focus on propaganda (PG) FM, which is created by intentionally editing the video/image/audio/text media in order to manipulate public opinion. We aim to establish
methodologies for generation and recognition of PGFM by leveraging intelligent media technology and machine learning. Furthermore, we will construct an annotated dataset for PGFM.




